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ENIGMA
by Rachel Anne Carter

Abstract
This article illustrates the divergent cyber insurance
coverages currently available as well as the inconsistent
use of cyber terminology. It discusses the broader issue
of implementing a standardized definition for the term
“cyber” and possible legal impediments. Lastly, it reviews
the ramifications that inconsistent cyber coverage may
have on the market.

Growing interest and opportunity, as well as increasing risk,
surround cyber insurance, creating an exciting landscape for
those in the business of risk management and insurance.
However, the cyber peril is not well understood or defined.

Generally, the current pricing models for cyber coverage
are not based on the actual security, technological, and
economic risks that cyber policies cover. Although this may
sound somewhat obvious, before insurance professionals can
effectively insure cyber risks, they must first understand what
the term “cyber” means.

Problems With Cyber Insurance
There is currently no consistency or agreement across the
insurance industry on exactly what cyber is or what cyber
coverage should look like. The resulting lack of a standardized
approach toward cyber insurance makes it difficult to compare
cyber policies.
Continued on page 6
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The level of coverage and operability and
strength of exclusion clauses vary. These
issues have been addressed by some, but
denied or ignored by others. As a result,
the industry has not yet found a solution or
mechanism to bring about real and practical
changes. Until that happens, insurers
should take a holistic approach toward
cyber coverage and consider its security,
technological, and economic impacts—all
important factors when underwriting risks.
One option promoted by industry experts
is to introduce uniform coverage. However,
although coverage uniformity or some
semblance of consistency would help, this is
not the real issue. Inadequate policy wording
and definitions simply convolute the broader
issue of cyber aggregation.
A recent report by Deloitte1 acknowledges
that “insurers have struggled to get their arms
around cyber risk.” This, in part, results from
a lack of cyber history data, which contributes
to insurers’ restricting the coverage they
provide to organizations. Also, without
sufficient data, insurers are likely unable to
fully explain cyber coverage rates to insureds.
Another issue the report highlights is that
many brokers offering cyber coverage
have limited knowledge of the complicated
intricacies and information technology (IT)
technicalities within cyber policies. Brokers
often fail to understand the true risks—
security, technical, business, and economic—
associated with cyber policies. It is not their
fault, however, given that cyber is a niche
area of the market that requires technical
understanding of IT systems, computer
viruses, and attack vectors, for example.
Finally, the report acknowledges the lack of
cyber standardization: “A complicating factor
is that typically the description of coverage
terms, conditions, and exclusions are anything
but standardized in cyber policies...only
19 percent of brokers and 30 percent of
underwriters said there is a common language
of cyber risk.”

“There is currently
no consistency or
agreement across
the insurance
industry on exactly
what cyber is
or what cyber
coverage should
look like”
Cyber Policy Comparison
To further demonstrate the lack of
standardization across the cyber insurance
industry, the definitions used in five different
cyber insurance policies currently available
in the London market will be compared. The
author recognizes that individual policies and
products change with clients and over time.
All policies included in the analysis are recent
(within the last year) and anonymous so that
the insurer offering the coverage cannot be
identified in this article.
Although all of the policies analyzed purport
to cover cyber, they use different terminology
to describe this. The first policy refers to cyber
risk, with a computer being subject to a cyber
attack or data extortion. The term “cyber
attack” is defined as either a hacking incident
or a denial-of-service attack.
In contrast, the next policy uses the terms
“e-business interruption,” “e-theft loss,”
“e-communication loss,” “e-threat expenses,”
and “e-vandalism expenses.” The third
policy includes coverage for cyber business
interruption, hacker damage, and cyber
extortion. The fourth policy covers its insureds
for qualifying breaches of data security,
breaches of data protection legislation,
newsworthy events, extortion threats, and
material interruptions.

Although each policy individually defines the
terms covered, there is little synergy in the
various coverages and the nomenclature
describing them. The policies examined also
fail to incorporate security and technological
aspects beyond the obvious. The policies do not
appear to have been written with the assistance
or guidance of cyber or security professionals.
Technologically, it is difficult to determine
whether cyber events that occur are the
exact type the insurers envisioned to be
covered when drafting cyber policies.
Insurers underwriting cyber policies worry
about how new technological risks will be
incorporated or differentiated when a claim
is made. Insurers are also concerned about
whether policies will fit organizations’ needs.
If they do not, insurers may deny claims
because of technicalities.

Exclusions
In addition to the varied terminology used
in cyber coverage policies, each policy
has a separate set of exclusions. If these
exclusions are not airtight, other exposures
may be found. When exclusion clauses are
drafted using imprecise or outdated terms or
references to antiquated technology, they are
unlikely to be as robust as their underwriters
may have hoped.
Insufficient exclusion clauses put an insurer’s
capital at risk. This may empower lawyers
and the court system to create law (legal
precedent or judge-made law) because the
courts are required to interpret uncertain
contractual clauses. If, however, legislation
or other enforceable standards are already in
place, courts can instead ensure compliance.
The creation of new law is not
advantageous for insureds or insurers—
insureds may not be able to determine
whether they are entitled to a loss payment,
and insurers could have an exclusion clause
struck down. If new laws must be created
because of insufficient exclusion clauses,
insurers may be required to pay for losses
they thought would be excluded.
Continued on page 27
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The Enigma of Cyber Insurance
Continued from page 6
The insurance industry is not necessarily
at fault when exclusion clauses do not
operate in expected ways. Insurers are
generally not technical experts in cyber and
computer systems. Thus, technical experts
who understand cyber risk should draft and
underwrite cyber insurance policies.
Cyber insurance is not within the same league
as more traditional insurance. Traditional
insurance has parameters around the risk;
sophisticated, well-established, and calibrated
models; and often rich claims history data.
These factors combined help insurers draft
and price policies. Absent cyber coverage
data, the industry must find another way to
measure and assess risk.

The Organization’s
Responsibilities
Before going to an insurer, it is essential that
organizations understand their own business.
Organizations are responsible for knowing
their vulnerabilities, what they would like
covered, and the price they are willing to pay
for such coverage, and they must express this
to insurers.
Organizations that really understand their
business exposures to cyber risks can work
with insurers to select the best policies for
them. When both parties are well-informed,
they can make better decisions around
selecting cyber insurance policies.
Cyber insurance should not be the only
solution to risk. Organizations should also
employ cyber security mechanisms and
demonstrate good cyber hygiene—regular
actions and daily routines that promote online
health, or security. When coupled with cyber
insurance, these practices are likely to limit an
attack or alleviate potential affects if an attack
does occur.

Potential Solutions
Ultimately, then, the overarching question
is whether removing the inconsistent and
inadequate language in cyber policies and

replacing it with standardized definitions will
serve as a solution? The answer is not as
straightforward, for standardization efforts are
accompanied by broader legal, regulatory, and
corporate competition considerations.
In looking at legal issues in the United
Kingdom, for example, Chapter 1 of the
Competition Act 1998 prohibits any agreement
or concerted practice that has the objective or
effect of preventing, restricting, or distorting
competition, unless an exemption applies. It
is unlikely, however, that this would apply to a
definition for cyber.
Standardization could lead to conflict with
competition laws depending on the extent to
which it limits competition and controls cyber
insurance offerings. Standardization may be
seen as a way of distorting the market or
limiting competition because standardized
definitions may widen some existing
coverages and narrow others. Regardless
of whether insurers use standardized
definitions, they would still individually price
the risks they underwrite using their own inhouse mechanisms or other available tools.
However, standardization will not solve the
bigger issue of cyber exposures and certainty
around coverages.
For cyber to be wholly understood by the
insurance industry, insurance professionals
must consider security, technical
specifications, business interruption, and all
possible losses resulting from risk events.
When a risk is fully understood, it can be
articulated, and appropriate wording can be
applied to the policy. The definition of cyber
needs to incorporate technological neutrality
or elasticity so that it can apply regardless of
how rapidly a technological risk evolves.
Reinsurers also need to understand cyber
risks and their consequences. However, they
often struggle to accurately articulate their
entire portfolio of risks. The variance used by
different insurers offering cyber insurance
coverage with questionable exclusion clauses
only exacerbates the situation.

Cyber insurance in all of its formats must
develop into a sustainable offering. For this
to happen, insurers need clarity. They need
to know what individual losses could look
like under a policy and how strong exclusion
clauses are so that they can consider potential
financial ramifications.
Although cyber insurance provides a great
business opportunity for insurers, insurers
must first consider cyber offerings and pricing,
determine individual and aggregate liabilities,
and ensure clarity. Having clarity and less
variance among the market players is key.
For more information on cyber
insurance, please contact
Rachel Carter at Rachel.Carter@
CarterInsuranceInnovationsLimited.com. 
Many thanks to the International
Insurance Interest Group for its
contributions to this article.
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